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OHSAS 18001 / Integrated Safety Management 
Emergency Response Preparedness 

Desk-Top Drill -01
Date:   _______________
Drill Topic:     Action on Discovery of an Unknown Powder
Scenario:  This is a drill.   Around 9:30am (scenario time), a worker in one of your buildings moved a box on the floor and discovered a large pile (approximately 1 lb) of off-white colored powder.  The worker was concerned because she was not aware of any known substance being spilled and had heard many Weapons of Mass Destruction warnings on the news.  The worker left the room, but did not alert anyone else on the way out.   She went to her supervisor to report the incident. The worker is experiencing no effects of exposure and claimed she left immediately and did not smell any chemical odor or get any powder on herself.

Participant’s Drill Action: Answer the following items so that the incident is addressed in a safe fashion.

1.  What do you do as an employee/supervisor?  Where do you draw the line on your actions? 
2.  What is the extent that your organization will handle this type event?  How far do you go before seeking Safeguards and Security Division or Emergency Services Division help?

3.  Do you know if BNL has the means to determine the identity of an unknown powder?  How would you summons such help if it were available? 
4.  What PPE is recommended for your staff that will enter in the area? 
5.  If you will clean up the powder, what PPE should be used by clean-up crew?  Where do you go to get the equipment? 
6.  Is there a threshold of less powder or more powder that would change your response actions? (For example, if it was just a light film on a surface, would do things differently?  Why?
7.  Are you confident of your knowledge of powders that might be intentional weapons of mass destruction weapons/ terrorist agents?  What is your source of information? Would you want more information via pre-event training?
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Facts on this type of response 

Safeguards and Security Division (SSD) and Emergency Services Division (ESD) coordinate their response to this type event.  Emergency Services Division’s Fire Rescue (F/R) is equipped to handle this type of event from the stand point of a toxic or biohazard.  Safeguards and Security Division is equipped to handle this type of event from the stand point of an explosion hazard.  

Fire Rescue takes the lead on this type response.  When F/R arrives, they isolate the room and may evacuate the whole building, as appropriate.  SSD will secure the perimeter of the event zone.  
F/R personnel enter the room wearing SCBA and bunker gear and observe the powder.  When they can not rule out a WMD, they can identify the powder using a direct reading meter.  SSD then uses equipment to test for explosives. Further tests for biohazards can be performed if F/R contacts SHSD for testing with real-time bioassay tests that distinguish biological origin powders for inorganic dusts and specifically identify Anthrax spores or Botulinum toxin.  Within a few hours, the BNL can determine if the powder is a real threat. Confirmatory test samples may be taken for off-site analysis and that may require days to weeks to receive results.
After determination of the hazard of the powder, the F/R Incident Commander in conjunction with SHSD IH would determine when it is safe to re-occupy the building and the room or if decontamination of the room/building is necessary. If the powder is found to be a toxin or biohazard, the potentially exposed workers will be isolated, decontaminated if appropriate, and OMC will evaluate their health effects.

If the powder is explosive, SSD will activate the Suffolk County Bomb Squad for disposal.  
There is training at the BTMS web site Protecting Mailrooms from Biological Threats (TQ-USP-MAILPROTECT).
Actions/Issues that need to be addressed by the organization undertaking a response to this type of event:

· Isolation of the exposed workers to prevent contamination of other people and other areas,

· Limiting entry into the suspect area,

· Shutting down of HVAC systems to prevent the spread to other areas,

· Decontamination of the area to kill viable Anthrax spores or deactivate toxins,

· Decontamination of exposure people to kill spores or deactivate toxins but not injure the worker,

· Decontamination and disposal of exposed equipment, PPE, furniture, etc.
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