F&O SAM Process Assessment


Approach

1. Laboratory and/or organizational procedures address regulatory drivers for assessment activities.  SBMS RODS are satisfactorily completed.   Any drivers not captured in procedures are considered very minor with respect to the overall program or are the result of new regulations.

DOE directive 470.1, Safeguards and Security Program, states “self-assessment program be conducted between the periodic surveys conducted by the Surveying Office.”  BNL’s Safeguards and Security Division exceeds this requirement and performs a self-assessment on an annual basis.  A comprehensive set of measures and metrics was developed in 1999 based on DOE’s Standards and Criteria.  Review of new and revised directives are processed through the BNL Requirements Management process and SBMS RODS are completed and actions tracked by the Requirements Management ATS system.

2. Key supporting institutional processes (tracking systems, causal analysis, critiques etc) and tools are fully developed.  Any improvements needed are considered to be relatively minor and consistent with continuous improvement.

The Requirements Management ATS tracking system tracks actions required by changing directives to closure.  The F&O corrective action tracking system tracks assessment schedules and  minor corrective actions to completion.  Improvements, performance measures and management initiatives  identified at the annual F&O retreat are captured in the F&O Self-Assessment Plan and  tracked through a quarterly F&O reporting system.

3. The overall scopes of planned assessment activities are comprehensive, have a strong technical basis, and are balanced with work activities.

Assessment activities for this SAM covered all topical areas of the Safeguards and Security program at BNL.  The measures and metrics used were developed from  DOE’s Standards and Criteria, applicable DOE directives, BSA contractual obligations, and best management practices.  The 1999 DOE Inspection report noted “The format change is an excellent enhancement in the self-assessment program.  Each topical area is well defined and each measure and metric addressed thoroughly.”

4. The method for conducting key scheduled assessments is defined and is commensurate with type of assessment planned and performance information desired.

The method is defined in the Supporting Assessment Measure Plan and is consistent with the method used in prior annual self-assessments.  This method has consistently provided the Division with areas to enhance performance and has satisfied DOE’s requirements for a self-assessment program.

Approach (Cont’d)
5. A high degree of management and stakeholder involvement commensurate with their responsibilities is evident.

Review and approval of the self-assessment process, report and corrective actions by SSD management and the F&O ALD is a major part of the self-assessment program.  The self-assessment program this year also incorporated an assessment by Property Protection Area owners.  In addition, DOE Area  and Operations Offices review  SSD’s annual self-assessment report.

Deployment

1. Assessments are completed as scheduled; schedule slippage is relatively minor.  Planned assessment activities have been revised as appropriate based on new or changing information.

Assessment activities and the summary report were completed on schedule.  The final report has been  reviewed by the SSD Manager.  Changes to measures and metrics were made when applicable during the review by subject matter experts.

2. Assessments are documented and communicated as planned.  Any deviations are considered to be very minor and with little or no impact considering overall assessment program objectives

Assessments of topical areas were conducted by subject matter experts.  FY01 assessment report was reviewed using tracked changes so a history of changes is maintained.  The self-assessment team was instructed on the conduct of the assessment and reviewed the summary prepared by the SSD Staff Specialist.  

3. Assessment results are evaluated/analyzed to a degree commensurate with the type of assessment.  Strengths and corrective/improvement actions are identified.

A summary of assessment activities was prepared by the SSD Staff Specialist.  The summary included a review of prior assessments.  The summary was then reviewed by the self-assessment team and forwarded to the SSD Manager for review and approval.  Where any strengths or corrective/improvement actions identified??????????

4. High degree of management and stakeholder involvement is evident

Review and approval of the self-assessment process, report and corrective actions by SSD management and the F&O ALD is a major part of the self-assessment program.  The F&O ALD maintains continuous interaction with SSD staff, including regular meetings with division managers.  The self-assessment program this year also incorporated an assessment by Property Protection Area owners.  In addition, DOE Area  and Operations Offices review  SSD’s annual self-assessment report.

Results

1. Corrective/improvement actions are prioritized and tracked to closure.  Change control for action due dates is timely and clearly reflects consideration to balance priorities.  Deviations are considered insignificant in regards to overall program effectiveness.

Unless immediate action is required, improvements, performance measures and management initiatives resulting from the self-assessment are reviewed at the annual F&O retreat and are tracked through a quarterly F&O reporting system.  Due dates are assigned for timely resolution and clearly reflects consideration to balance prorities. The Requirements Management ATS tracking system tracks actions required by changing directives to closure and the F&O corrective action tracking system tracks assessment schedules and  minor corrective actions to completion. - are SSD's assessment results tracked in ATS? 

2. Evidence of timely self-identification of issues.  Significant issues are brought to the attention of management and disclosed to regulatory/oversight agencies and stakeholders as appropriate.

The issues they are talking about deal with the results of the assessment.  

In addition to the actions and improvements tracked through those systems mentioned in 1. above, SSD staff meetings are used to identify issues of concern and SSD managers meet with customers to identify security-related issues (this is tracked through F&O performance measures with reporting on a quarterly basis).  Significant security-related issues are communicated to the BNL directorate, and the DOE Area and Operations Offices (this may be through the incident-reporting system requirements or simply requesting guidance from DOE).

3. Sustained excellence and/or improved operational performance are clearly evident for key areas of Laboratory operations.

The most compelling evidence of this is the successful implementation of increased security measures and site access controls without any severe impact on site operations.  In addition, the F&O annual retreat strives to identify areas for operational performance and tracks progress on a quarterly basis.

4. Clear evidence that assessment activities have resulted in identification of significant opportunities and awareness of vulnerabilities.  Clear connection as appropriate into strategic/institutional plans.

The self-assessment summary report captures improvement opportunities as well as areas that require correction.  Subject matter experts participating in the self-assessment also participate in areas specific to identification of vulnerabilities, i.e., OPSEC Committee, Risk Assessment Committee, Building Managers’ meetings, etc.  SSD management reviews BNL’s institutional plan and provides Safeguards and Security planning input.  The annual review of the BNL Safeguards and Security Plan will now coincide with an annual review of BNL’s Risk Assessment Report.  In addition, SSD staff meet annually to review the Security Enhancements Plan for changes and additions based on current security requirements.  Has this assessment identified and significant opportunities or awareness of vulnerabilities, if not if may indicate the success of a long running assessment program.
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