FY03 Management System Assessment Planning Summary Template


Management System: Safeguards & Security
Successes and Strengths

· In spite of limited and overstressed resources, there is excellent identification, and efficient implementation, of rapidly changing information and requirements.

· Staff responsible for implementing security requirements prioritize risks associated with implementation very well.

· Self-assessment activities for this Management System have been recognized by DOE CH as being effective thus allowing them to reduce on site assessments.

· Legacy document SPI 5-10, Computer Security, was rescinded and replaced by the Unclassified Cyber Security Subject Area.
· Legacy document SPI 5-11, Establishing a Security Interest, was rescinded and its contents incorporated into the Proposal Writing Guide Subject Area and the Laboratory Directed Research and Development (LDRD) Subject Area.
· A Maturity evaluation was conducted.  Definition was rated at 3 out of a possible 5, and Implementation, and Planning / Assessment / Improvement, both rated 4.
· A questionnaire was distributed to line management addressing the core activities and requirements of the Management System.  The questionnaire served as a tool to inform line managers of their responsibilities and to assess the extent they are meeting these responsibilities.
· An independent assessment of the Safeguards and Security Division’s Isotopes and Special Materials Group was conducted with particular focus on inventory, storage and disposition of nuclear materials.  

· The formation of an “Unused and Legacy Radiological Materials Disposition Working Group” and pursuing the “Nuclear Strategic Plan” is helping BNL to successfully achieve its goals of reducing and consolidating the nuclear materials inventory on site.

· Site vulnerability assessments for the water treatment facility, electrical distribution and the steam facility were completed.
· The Foreign Visits and Assignments program was expanded to cover contractors and gate access verification of foreign visitors.
Opportunities for Improvement

· Improve communication of Material Control & Accountability requirements and procedures to Laboratory population.
· Maintain legacy documents, such as the Security Manual, while converting them into Subject Areas.
· Improve the coordination of the casual visitor sticker process with the Human Resources screening process.

· Determine the risk associated with inconsistencies in site access control procedures and operations.

· Improve the management of program performance expectations at the different levels (e.g., Area Office Manager, Deputy Area Office Manager, and Contracting Officer) within the DOE Area Office.

· The Special Materials Accountability and Control System (SMACS) database and its supporting procedures and processes need to be reviewed and updated as applicable.
· The nuclear material control and accountability (MC&A) Manual needs to be formatted per SBMS requirements.

Proposed Focus areas for FY 04

· Complete Identification Badges Subject Area.
· Complete Foreign Visits & Assignments Subject Area.
· Implement corrective action plan from the Management System Maturity evaluation.
· Implement corrective action plan from the lab wide questionnaire results.

· Complete corrective action plan from Isotopes and Special Materials Management study.
· Perform an assessment of Document Classification/Declassification and Classified Matter Program & Control (CMPC).
· Perform an assessment of Central Alarm Station/Facility Access Controls.
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