Department of Energy
Brookhaven Site Office
P.O. Box 5000
Upton, New York 11973

JUN 30 2014

Mr. Keith Lally

Brookhaven Science Associates, LLC
Brookhaven National Laboratory
Upton, NY 11973

Dear Mr. Lally:

SUBJECT: APPROVAL FOR ON-GOING AUTHORITY TO OPERATE (ATO) THE
BROOKHAVEN NATIONAL LABORATORY (BNL) INFORMATION SYSTEMS.

Reference:  Letter from K. Lally, BSA to F. Crescenzo, Subject: Request to Grant On-Going
Authority to Operate (ATO) to BNL Information Systems, dated June 9, 2014.

The referenced security authorization package requests a revised process for reviewing the
Information Systems listed below:

'« Protected Core ¢ Advanced Network Research Testbed

e Perimeter ¢ ARM Climate Research Facility External Data Center
e Shared Services e RHIC-ATLAS Computing Facility

e Network Infrastructure e PHENIX

e Moderate Workstations ¢ NSLS Controls/Experimental Floor

e Energy Management Control System s STAR/STAR Metadata
e C-AD Controls

e Chemistry

e Administrative Workstations

e Research Workstations

e Visitor Network

e Center for Functional Nanomaterials
e New York Blue

Based on the information submitted and the DOE review conducted, an ongoing ATO is granted
for these information systems which will be placed on a continuous monitoring program. In
order to maintain an effective program, meetings will be held on a monthly basis to discuss
BNL’s Cyber security status. BSA will be expected to identify vulnerabilities and mitigate risks
on a real-time basis.
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This ongoing ATO supersedes any prior ATO letter issued and will be renewed on an annual
basis. The Laboratory should retain a copy of this letter with the security authorization package.

If you have any questions, please contact Jonathan Loh, of my staff at extension 5408.

Sincerely,

Frank J. Crescenzo
Site Manager

cc: F. Healy, SC-ISC
R. Gordon, SC-BHSO
E. Landini, SC-BHSO
J. Loh, SC-BHSO



