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• PhD in Nuclear Physics from the University of Illinois at 

Urbana-Champaign in 1990 
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Nuclear Theory Program 
• Moved to the Computing & Communications Division 

(CCD) in 1994, supporting a wide range of information 
technology and management activities 

• Held IT roles at Jupiter Media Metrix and NSLIJ from 2000 
– 2003 

• Returned to BNL in 2003 as Director, Information 
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• In 2010, took on the new role of Chief Information Officer 
– senior manager accountable for cyber protections 
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The Information Technology Division runs the systems that keep the lab running 
 

• Annual budget of $36M and 150 employees, responsible for: 
• Communications systems – voice and data networks, 

video/teleconferencing, email, collaboration services 
• Research Library 
• Business systems to support HR, Finance, Procurement, Facilities, 

ES&H 
• Centralized Service Desk for Customer Support 
• Cyber security protections against external and internal threats 



IT extends into every part of the scientific discovery process 
• Control systems that monitor the power/cooling infrastructure 
• Computerized controls of the systems that run the  
• accelerators – magnets, cryogenics, beam steering 
• Online data acquisition systems that monitor and collect  
• data from experiments 
• High performance computing facilities to store and  
• process experimental data 
• Supercomputing resources to test theories and run simulations 



• 20 Gbps connectivity to the Internet 
• > 10,000 devices 
• Close to 0.8 Petaflops (1,000 billion floating point operations per 

second) of BlueGene compute cycles 
• Fundamental science research with 1000’s of worldwide 

collaborators 
• Proprietary research – for example, energy research 
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Cyber Activities Directed Against the 
Department of Defense.  
 
In 2012, numerous computer systems 
around the world, including those owned by 
the U.S. government, continued to be 
targeted for intrusions, some of which appear 
to be attributable directly to the Chinese 
government and military. These intrusions 
were focused on exfiltrating information. 
China is using its computer network 
exploitation (CNE) capability to support 
intelligence collection against the U.S. 
diplomatic, economic, and defense industrial 
base sectors that support U.S. national 
defense programs. 

 



“We have met the enemy…” 

 In the 1990’s, the common information security 
architecture strategy was to build a barrier between 
“us” and “them” – Fortress BNL 

 This implies a level trust between the devices on the 
inside 

 And it works if your attackers are always on the 
outside... 

 But once the attackers jump past your firewall you 
have limited visibility and protection 

 “Hard on the outside with a soft, gooey center” 



Defense in depth approach 
 In a modern information security architecture, you 

must plan for the scenario that attackers will find 
ways past your external protections to attack 
devices on the network 

 In the mid-2000’s we shifted to a stronger defense in 
depth approach by building successive layers of 
protections 

 In addition to external defenses, we focus our efforts 
on  
• Strengthening host-based protections (patching, anti-virus) 
• Grouping machines with common risk levels and adding 

additional network protections 
• Instrumenting the hosts and network to detect anomalous 

behavior and rapidly isolate them from the rest of the 
network 

 



Risk Management 
 We follow the Federal government requirements 

and standards for identifying and categorizing cyber 
risk and for developing controls to mitigate that risk 

 When we think about information security risk, we 
consider 
• Confidentiality 
• Integrity 
• Availability 

 Risk levels – Low, Moderate, High 
 The risk levels inform the choice of controls used to 

mitigate the risk 
 We need to balance risk mitigation with the open 

access required for collaborative scientific research 



DOE Cybersecurity Collaboration and 
Information Exchange 
 National Laboratories 

• The Cyber Fed Model (near real time) 
• Network Security Monitors 

- Extend the reach of the cyber analyst 
• National Laboratory CIO Council (NLCIO) 

- Sharing strategy and best practices 

 DOE 
• Joint Cybersecurity Coordination Center (JC3) 

- Incident reporting and event notification 
• CIO and CISO 

- Responsible for DOE’s Cyber Security Policy 



Cybersecurity effectiveness 
 We have regular internal and external assessments 

of our technical and program effectiveness 
 These assessments show that we have effective 

controls in place to detect and stop attackers 
 But attackers are relentless, and always have an 

advantage over defenders 
• Attackers are organized and use the information available 

on the Internet to plan their attack 
• Changing attack vectors 

- Spam > Phishing > Spear-phishing > Watering hole attacks 
• Constantly changing vulnerability landscape – 3rd party 

products and 0-day vulnerabilities 

 



What can you do? 
Stop. Think. Connect. 

 Stop. Think. Connect. is the Department of 
Homeland Security public awareness  campaign to 
increase the understanding of cyber threats and to 
empower the American public to be safer and more 
secure online 
• http://www.dhs.gov/stopthinkconnect 

 Resources for 
• Students, Parents and Educators, Young Professionals, 

Older Americans 
• Government, Industry, Small Business, Law Enforcement 

 
 

http://www.dhs.gov/stopthinkconnect


Stop 

 Stop hackers from accessing your accounts - set 
secure passwords 

 Stop sharing too much information - keep your 
personal information personal 

 Stop - trust your gut – if something doesn’t feel right, 
stop what you are doing 

 Stop and think about who can see the information 
you post online 

 Stop any questionable online behavior. Only do and 
say things online that you would do in real life 



Stop. Think. 

 Think about the information you want to share 
before you share it 

 Think how your online actions can affect offline life 
 Think before you act – don’t automatically click on 

links 
 Think about why you are sharing information online. 

Is it going to be safe? 
 Think about why you’re going to a site. Did you get it 

from someone you trust? 
 Think about who you are talking to online. Do you 

really know who they are? 



Stop. Think. Connect. 

 Connect over secure networks 
 Connect with people you know 
 Connect with care and be on the lookout for 

potential threats 
 Connect safely and show your friends and family 

how to behave online 
 Connect with people and sites you trust when you’re 

online 



QUESTIONS? 
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