Free Data Wiping Tools for Personal Use*

Computer Hard Drive Erasure

Darik's Boot and Nuke (DBAN) is free erasure software designed for consumer use.

o DBAN is a self-contained boot disk that automatically deletes the contents of any hard
disk that it can detect.

e This method can help prevent identity theft before recycling a computer.

e ltis also a solution commonly used to remove viruses and spyware from Microsoft
Windows installations.

DBAN can be downloaded at; http://www.dban.org/

External Hard Drives and Flash Drives

Roadkil's Disk Wipe securely erases the contents of a disk replacing it with random data or
leaving the drive completely blank.

¢ Numerous passes can be performed to ensure data is totally unrecoverable.
e Program works on hard and floppy disks, as well as USB/Flash drives.

Roadkil's Disk Wipe can be downloaded at:
http://www.roadkil.net/program.php/P14/Disk%20Wipe

*NOTE: these tools should NOT be used on BNL-owned systems. They are available for personal use
only. ITD does not provide support for the use of these tools.
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