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ABSTRACT

Emergency operating procedures (EOPs) in nuclear plants guide operators in
handling significant process disturbances. Historically these procedures have
been paper-based. More recently, computer-based procedure (CBP) systems
have been developed to improve the usability of EOPs. The objective of this
study was to establish human factors review guidance for CBP systems based
on a technically valid methodology. First, a characterization of CBPs was
developed for describing their key design features, including both procedure
representation and functionality. Then, the research on CBPs and related areas
was reviewed. This information provided the technical basis on which the
guidelines were developed. For some aspects of CBPs the technical basis was
insufficient to develop guidance; these aspects were identified as issues to be
addressed in future research.
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BACKGROUND

Nuciear power piant emergency operating procedures
(EOPs) provide instructions to guide operators in monitoring,
decision making, and controiiing the piant during process distur-
bances that could potentially impact safety. Following the acci-
dent at the Three Mile Island plant, the nuclear power industry
recognized the importance of having technologically sound and
easy-to-use procedures to handie major piant disturbances. For
emergency operations, symptom-based procedure were estab-
fished that enabled operating crews to restore and maintain the
plant’s safety functions without having to diagnose the specific
causes of process disturbances.

Nuclear plant EOPs are typlcally paper based and are nec-
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have characteristics that limit how information can be presented
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to the operators. These limitations include pre"eu "g, informa-
tion in sequential form, requmng numerous iterations through
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steps, and cautions or wamings
system states. PBP be difficult to manage, e.g., physically
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Camniter_hacad nrocednre {CRPY cuctame are haino devel_

\/Ulllyul\/l vaovua ‘Jl Vvvuiiv \~isi JJ DtViLID Qiv Uwilin WW VWil
oped to support procedure use and m anagement In their sim-
nlect farm CRPg chow the same ormation via computer-
plest form, CBPs show the same information via computer
driven video display units (VDUS). M ore advanced CB
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transitions between steps and documents, and maintaining
awareness of procedures in progr ess), detecting and monitoring
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the plant's state and parameters, interpreting its status, and se-
lecting actions and executing them

OBJECTIVES AND METHOD
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The objective of this study was to develop human factors
engineering (HFE) review guidance for CBP systems based on

atec hmcally valid methodology To support this objective, the
following tasks were undertaken: (1) development of a frame-

work for characterizing key design features of CBP systems, (2)
development of HFE review guidelines for CBPs, and (3) iden-
tification of remaining CBP issues for which research was insuf-
ficient to support our development of NRC review guidance.
These tasks were accomplished using our guidance development
methodology reported in O'Hara et al. (1999). This paper pro-
vides a brief summary of this research. For details see O'Hara
et al. (1999).

RESULTS

CBP System Characterization Framework
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systems in operating plants or in their training simulators. The
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Functionality of Procedures — Procedure functions can be
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Table 1 provides an overall scheme within which the level of
automation of CBPs can be nrcmmw—-d_ It illustrates the wide

levels of function automation that CBPs may possess. In the
rows, the oeneral rnnnmve functions are identified alnn_o with

the assocrated procedure-related activities. Procedure functions
can be implemented in four levels of automation, identified in
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the columns of Table 1 — manual, advisory, shared, and
automated:



e Manual - The function is performed by the operators
with no assistance from the CBP.

e Advisory — The CBP provides advice only. For exam-
ple. it may advise the operator that Pump A should be started,
but does not start it.

¢ Shared — The CBP and the operators both perform the
furction. For example, a CBP system may perform process
monitoring but may not monitor all information about the sys-
tem, such as a valve's position, because it lacks the instrumen-
tation. When this type of information needs to be monitored, the
operator provides it.

e  Automated — The CBP performs the function automati-
cally without the operator’s direct intervention.

A given level of automation does not necessarily apply to
all functions. For example, for process monitoring, it is not
meaningful to have advisory automation. The CBP system will
either have monitoring capability or not.

Management and Support of Procedures — CBP systems
have design features that support operators’ interaction with the
system, procedure maintenance, and configuration control.
Therefore, interface management features (such navigation aids)
are part of the characterization of CBP systems. These include
features to transition between procedure steps and between dif-
ferent procedures. The use of procedures can be supported by
facilities for monitoring and recording the operator’s actions and
for providing help.

CBP Hardware — CBPs utilize devices such as VDUs,
printers, and computer input devices, such as alphanumeric key-
boards, trackballs, mice, and touch screens.

Backup System for Procedures — CBPs can fail or mal-
furction. When important operations cannot be suspended or
put off while the system is repaired, a backup, such as PBPs, is
needed.

Integration with Other Interface Components — Integration
of the CBP with other human-system interfaces (HSIs) must be
considered. Their consistency and compatibility with other HSI
components can affect operators' performance.

Guidance Development

The first step in guidance development is to develop a tech-
nical basis from research literature and operational experience.
From that technical basis, scientifically defensible guidance can
be developed. The effects of CBPs on crew performance were
determined by examining three types of research: (1) empirical
studies of CBPs where data on personnel performance were
collected, (2) analyses of personnel performance using models,
and (3) subject matter expert opinion about the postulated effects
of CBPs on personnel performance.

The human performance research was organized into three
categories: comparisons of CBP and PBP systems, observations
of operators’ use of CBPs, and comparisons of design character-
istics of procedures. Generally, in comparison to PBPs, operators
using CBPs performed tasks more quickly and made fewer
errors in transitioning through procedures. In addition, their
overall cognitive workload was reduced; they accepted CBPs
readily and found them easier to use. However, much of the

Table 1. Levels of Automation of Procedure Functions

LEVEL OF
PROCEDURE FUNCTIONS AUTOMATION
M Ad S Au

Monitoring and Detection
Process parameter values NA
Operator actions NA
Situation Assessment
Procedure entry conditions NA
Resplutxon of procedure step NA
logic
Step status (incomplete or NA
completed)
Procedure history NA
Context §ensxtnve step NA
presentation
Assessment of continuous, time, NA
and parameter steps
Assessment of cautions NA
High-level goal attainment and

. . NA
procedure exit conditions
Response Planning
Selection of next step or
procedure
Procedure modification based
on current situation
Response Implementation
Transition from one step to the
next
Transition to other procedures
Control of plant equipment

Note: M=Manual; Ad=Advisory; S=Shared; Au=Automated

NA means “not applicable.” For a given CBP system, the
advisory level of automation may not be applicable or an
entire function may not be applicable.




human performance research had insufficient detail to evaluate
its generalizability. Studies that were sufficiently documented
had potential methodological weaknesses which limited their
conclusiveness and generalization.

Personnel performance was analyzed with two classes of
techniques: performance models and risk models. The perform-
ance models showed no clear advantage of CBPs over PBPs.
Instzad, they illustrated the importance of performance tradeofts
in assessing different procedure systems. In general, complexity
and attentional demands were higher, while data retrieval was
easier and task completion time was less for CBPs. Similarly,
mixed results were obtained from the risk analyses. They illus-
trated the potential for these systems to improve performance by
supporting such procedure-related activities as process moni-
toring, logic analysis, navigation, and place keeping. However,
when poorly implemented, CBPs can reduce human reliability
and increase risk.

Finally, the SME review of CBPs identified many positive
aspects of their use on the crew's performance. However, they
also identified a wide range of issues to be resolved in develop-
ing CBPs. The review highlighted the importance of considering
HFE activities in CBP development, e.g., the integration of the
CBP system with the other HSIs and with the overall operational
philosophy of the plant. Thorough verification and validation
programs were also emphasized. In general, these findings were
consistent with the information discussed earlier.

When considering all the results, we concluded that there is
evidence that CBPs can support and enhance operator perform-
ance. However, important issues remain to be addressed both in
research and in the development of individual systems as will be
discussed in the next section.

Once the technical information was assembled, a draft set of
guidelines was developed. In general, guidelines were only de-
veloped for those aspects of CBPs that, in our interpretation,
were supported by the technical basis. The guidelines were
developed in the standard format adopted in NUREG-0700,
Rev 1 (O'Hara et al., 1996) and were organized into sections
corresponding to the CBP characterization described above. The
guidance was then peer reviewed and revised accordingly
(O'Hara et al., 1999).

RESEARCH ISSUE IDENTIFICATION

Human performance issues were topics for which research
is necessary before developing guidance. Briefly, the issues
included the following:

Role of Plant Personnel in Procedure Management —
Additional research is needed to determine how to design CBP
systems to (1) allow operators to maintain an independent per-
spective and to recognize the procedure’s contribution to higher-
level safety goals, (2) automate distracting and lower-level error-
prone tasks, and (3) monitor the crew’s performance, especially
when the crew and CBPs disagree.

Team Performance — The introduction of CBPs has been
found to effect crew members’ roles, teamwork, and communi-
cation. This effect needs to be studied to determine how CBPs
can be designed to effectively support team performance.

Situation Awareness — A better understanding is needed of
the effect of CBPs on situation awareness of (1) procedure man-
agement, such as status of procedure steps, overall procedure
structure, and the current location within a procedure or between
a set of procedures; (2) the appropriateness of procedures for
achieving high-level procedure goals; and (3) overall plant
status.

Level of Automation of Procedure Functions — Additional
research is needed to evaluate the tradeoffs between automating
procedure functions (e.g., the analysis of procedure step logic)
and the operator’s involvement, independence, and supervisory
control.

Keyhole Effects and Use of Multiple CBP Procedures — The
characteristic of limited viewing area has sometimes been
referred to as the "keyhole effect,” an analogy to the limited
view of a room that is provided by a physical keyhole (Woods
et al., 1990). For CBPs, the keyhole effect is that at any given
time most of the information is hidden from view. Further
research is needed to evaluate the significance of the keyhole
effect in situations where operators are required to be in multiple
procedures and must access information in parallel.

CBP Failure in Complex Situations — Additional research is
needed to evaluate the operator’s management of the transition
from CBPs to backup systems, such as PBPs, and back to CBPs
under complex conditions, e.g., in a situation where operators
are deep into the procedures, multiple procedures are open,
many steps are completed, many are continuously applicable,
and time and parameter steps are being monitored by the CBPs.

Hybrid Procedure Systems — Additional research is needed
to evaluate any differential effects of having all plant procedures
presented in a CBP system versus a hybrid system, e.g., EOPs
presented using CBPs while all other procedures are paper
based.

CONCLUSIONS

CBP systems should be developed in such a way that their
benefits and drawbacks can be fully evaluated for each specific
system. CBPs have important impacts on NPP operations, some
of which extend beyond those the designers intended. Based on
our study, we offer some general considerations for near-term
approaches to CBP systems:

e  Support cognitive functions that may be distracting and
error prone, such as process monitoring and logic analysis (cau-
tiously so not to underspecify the analysis and undermine opera-
tor’s judgement)

e  Support procedure management, e.g., step completion,
place keeping, and transitioning between procedures

e Provide PBP backup systems and ensure similarity of
CBPs and PBPs in order to (1) ensure confidence in near-term
CBP applications, (2) enable operating experience to be gained,
(3) minimize the impact on function allocation, (4) ease the
training burdens associated with both systems, and (5) ensure
successful crew performance when transitions to and from back-
ups are necessary (i.e., minimize the potential for negative
transfer or difficulties in performance)



Guidance for the review of CBPs was developed to address
the CBP design process and their implementation (O'Hara et al,,
1999). However, as noted above, human performance issues
remzin. Therefore, until the additional guidance is developed,
these issues should be addressed for each specific CBP system
during the CBP design process. The new CBP guidance will be
integrated into the existing human factors guidance in NUREG-
0700, Rev. 1.
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