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Presenter
Presentation Notes
The purpose of this presentation is to give you an introduction to the tools that the IAEA uses for verification.  There are a lot of tools and many of them are very sophisticated.  Time will not allow for an indepth review, but this will give you an idea of how the IAEA implements safeguards in a practical sense.Provide summary of my background and how I got into safeguards.



Brookhaven Science Associates
U.S. Department of Energy

 Established in 1957, following President Eisenhower’s 
“Atoms for Peace”

 U.N. system organization
 171 member countries

 Headquarters located in Vienna,
Austria

International Atomic Energy Agency



Nobel Peace Prize for 2005 to IAEA and its Director General



Brookhaven Science Associates
U.S. Department of Energy

International Atomic Energy Agency

Mission:

1)  Promote the peaceful uses of nuclear 
technology

2)  Promote a nuclear safety culture

3)  Verify that nuclear material is being used 
exclusively for peaceful purposes

Presenter
Presentation Notes
This allows countries to benefit from nuclear technology while protecting the world community from the spread of nuclear weapons
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Brookhaven Science Associates
U.S. Department of Energy

Department of Safeguards

Ensuring that nuclear material is not diverted from 
peaceful nuclear activities by confirming the 
correctness and completeness of Member State 
declarations

"Effective IAEA safeguards remains the cornerstone of the 
world's nuclear non-proliferation regime aimed at stemming the 
spread of nuclear weapons and moving towards nuclear 
disarmament." 

- Olli Heinonen, Former Deputy Director General



Brookhaven Science Associates
U.S. Department of Energy

Treaty on the Nonproliferation of Nuclear 
Weapons (NPT)

Non-Nuclear Weapons 
States

Nuclear Weapons 
States

Commit to 
nonproliferation

No transfer of 
technology to NNWS

Conclude an agreement 
with the IAEA for the 
application of Safeguards

Work towards 
disarmament



Brookhaven Science Associates
U.S. Department of Energy

What does the Dept of Safeguards Do?

 Receive States’ declarations

 Perform inspections 
Collect inspection data on materials
and facilities)

 Compare inspection data to State declarations

 Search for undeclared activities (open source 
information, satellite imagery, environmental sampling)



Civilian (Power Generation) and Defense 
Nuclear Fuel Cycles



Brookhaven Science Associates
U.S. Department of Energy

Safeguards Inspections - Facilities

 Enrichment Plants 

Presenter
Presentation Notes
Under the Non Proliferation Treaty, the Non-nuclear Weapons States have committed themselves to remain free of nuclear weapons, to declare their nuclear activities to the IAEA, and to submit to IAEA safeguards inspections.An inspection at a nuclear facility would consist of an evaluation of the facility to verify its declared use and then an inventory of the nuclear material reportedly stored there.



Brookhaven Science Associates
U.S. Department of Energy

Safeguards Inspections - Facilities

 Power Reactors 
 Research Reactors 

Presenter
Presentation Notes
Under the Non Proliferation Treaty, the Non-nuclear Weapons States have committed themselves to remain free of nuclear weapons, to declare their nuclear activities to the IAEA, and to submit to IAEA safeguards inspections.An inspection at a nuclear facility would consist of an evaluation of the facility to verify its declared use and then an inventory of the nuclear material reportedly stored there.



Brookhaven Science Associates
U.S. Department of Energy

Safeguards Inspections - Facilities

 Reprocessing Plants 

Presenter
Presentation Notes
Under the Non Proliferation Treaty, the Non-nuclear Weapons States have committed themselves to remain free of nuclear weapons, to declare their nuclear activities to the IAEA, and to submit to IAEA safeguards inspections.An inspection at a nuclear facility would consist of an evaluation of the facility to verify its declared use and then an inventory of the nuclear material reportedly stored there.



Traditional international safeguards 
resembled auditing in banking
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Presentation Notes
Analogy to illustrate the role of the IAEA as the auditor, not the accountantInspectors don’t just measure the material:Examine records provided by the operatorInspect statistical samples of total quantity of materials (based on the risk of the diversion they are attempting to detect) In modern automated facilities often rely on in-line measurement equipment built by the operator – premium on validating that these measurements are accurate & unbiasedInspector must be able to make an independent judgementEffort requires the concerted actions of State authorities, facility operators and the IAEA inspectorate.



Nuclear Materials Accountancy

 Material Balance:
(Beginning Inventory) + (In) − (Out) = (Ending Inventory)

 Any apparent difference is termed “Material Unaccounted For” (MUF):
MUF  =  (Beginning Inventory) + (In) − (Out) − (Ending Inventory)
Note: MUF>0 does not necessarily mean that material has been lost!
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Presenter
Presentation Notes
Safeguards are based on accountancy, which seeks to verify the “material balance” for a “material balance area”.Double-entry material accounts are maintained at each location – generally a facilityAll elements – inventories, shipments and receipts are verified by measurementThe basic formula: MUF + El + R – S – BIReveal sequence displays this flow diagram step by stepThe MBA might be a vault, a room, a building, a facility… (can have nested MBAs)Inventory increases = material received or producedInventory decreases = material shipped, consumed or decayedStatistical analysis is used to determine whether or not the MUF is acceptable:	- May be due to error or measurement uncertainties	- May be due to material held up in a process system	- May be classified as a “discrepancy”MUF can be tracked on a cumulative basis to identify gradual diversion of small quantities of materialIn the U.S., “MUF” is instead called “inventory difference”Difference between the inspectors measurements and the operators measurements in MUF-DDiscrepancies & Anomalies



Nuclear Material Accountancy
How is accounting verified?

• State Declaration: State reports nuclear materials inventory 
and transactions (receipts, shipments, in-process) 

• IAEA inspections: to verify the State declaration
- examine operator records and reports
- identify and count items 
- sample and assay nuclear materials 

- destructive analysis 
- non-destructive analysis

• Containment and surveillance measures: complement 
material accountancy
- seals
- cameras
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Presenter
Presentation Notes
Assurances that states’ nuclear material declarations are correct derive from nuclear material accountancy. NMA implemented by the facility operator and the SSAC to satisfy the SG agreement. As implemented by the IAEA to independently verify the correctness of the NM accounting information in the facility records and reports provided by the SSAC to the IAEA. Establish quantities of nuclear material present within defined areas and the changes in those quantities within defined periods. Elements of NMA may be: establishment of accounting areas, record keeping, nuclear material measurement, preparation and submission of accounting reports, and verification of the correctness of the nuclear material accounting information.DIV: Activities carried out by the IAEA at a facility to verify the completeness of design information provided by the State. An initial DIV is performed on a newly-built facility to confirm that the as-built facility is as declared. A DIV is performed periodically on existing facilities to confirm the continued validity of the design information and safeguards approach.  The Agency inspects over 900 locations worldwide holding various nuclear materials with different physical and chemical properties and associated storage environments.The complexity of nuclear activities requires a wide variety of tools to verify nuclear material declarations in a timely manner, including non destructive assay (NDA) equipment, remote monitoring systems, destructive analysis (DA), environmental sampling (ES) and containment and surveillance (C/S) systems. The IAEA applies about 100 different instruments for the verification of nuclearmaterials.



Tools and Techniques

- Destructive Analysis
- Nondestructive Analysis
- Containment and Surveillance
- Environmental Sampling
- Open Source Information Collection and Analysis
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Presenter
Presentation Notes
Assurances that states’ nuclear material declarations are correct derive from nuclear material accountancy. NMA implemented by the facility operator and the SSAC to satisfy the SG agreement. As implemented by the IAEA to independently verify the correctness of the NM accounting information in the facility records and reports provided by the SSAC to the IAEA. Establish quantities of nuclear material present within defined areas and the changes in those quantities within defined periods. Elements of NMA may be: establishment of accounting areas, record keeping, nuclear material measurement, preparation and submission of accounting reports, and verification of the correctness of the nuclear material accounting information.DIV: Activities carried out by the IAEA at a facility to verify the completeness of design information provided by the State. An initial DIV is performed on a newly-built facility to confirm that the as-built facility is as declared. A DIV is performed periodically on existing facilities to confirm the continued validity of the design information and safeguards approach.  The Agency inspects over 900 locations worldwide holding various nuclear materials with different physical and chemical properties and associated storage environments.The complexity of nuclear activities requires a wide variety of tools to verify nuclear material declarations in a timely manner, including non destructive assay (NDA) equipment, remote monitoring systems, destructive analysis (DA), environmental sampling (ES) and containment and surveillance (C/S) systems. The IAEA applies about 100 different instruments for the verification of nuclearmaterials.



Destructive Analysis (DA)
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Presenter
Presentation Notes
Nuclear materials can be sampled for analysis and weighed.DA: Determination of NM content and if required isotopic composition of chemicals present in the sample. Normally involves destruction of the physical form of the sample. Most samples analyzed in Vienna although some are sent to the Network of Analytical Laboratories. Highly accurate, but expensive and long delays due to transport, analysis and backlogs.There are other instances when destructive sampling is unacceptable because it would destroy a valuable finished product (e.g. finished fuel pins) or would be very difficult to do (e.g. UF6 cylinders, irradiated fuel, etc.).Types of DA include titration and several variations of spectrometry
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Presenter
Presentation Notes
The US and several other member states contributed to the multi million dollar project to build a new nuclear materials laboratory



Detection of gamma radiation is used in a 
variety of nuclear material measurements
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Presenter
Presentation Notes
Detection of gamma radiation is used in a variety of nuclear material measurements When it is important to identify which nuclides are emitting radiation, a spectrometer is used.When single detection is noted with a specific energy, the event is registered in a corresponding energy window. Gamma spectroscopy makes it possible to identify precisely what nuclear materials are present:the chart shows the number of gamma rays vs. energy:the right-most peak at 186 keV reveals the presence of U-235There are several types of portable multichannel analyzers used by IAEA in the field, and technique has also been developed for verifying spent fuel in storage poolsPortable multichannel analzer with sodium iodide or Germanium detector (lower right) are examples of older technologyUpper right is much smaller cadmium-telluride detector (pencil-shaped device) connected to miniaturized electronics + computer



Sodium Iodide (scintillator) – short count 
times (efficient), low resolution

Germanium (semi conductor) – large 
crystals, excellent resolution
• required a dewar of liquid nitrogen
• now electronically cooled versions

Cadmium Zinc Telluride (semi conductor) –
Small size, good resolution, room temperatur 
expensive

Gamma Ray Spectroscopy -
Detectors

Presenter
Presentation Notes
NaI – Sodium Iodide – good count times, poor resolution – scintillatorGe – Germanium – large crystals, require cooling during operation, excellent resolution – semi-conductor required dewars of liquid nitrogen  now electronically cooled versions  EC versions are heavy – early versions had vibrations that interfered with measurementsCdZnTe – Small size, good resolution – production is problematic



Detector Resolution

22

Presenter
Presentation Notes
Nuclear materials can be sampled for analysis and weighed.DA: Determination of NM content and if required isotopic composition of chemicals present in the sample. Normally involves destruction of the physical form of the sample. Samples sent to separate laboratory. Highly accurate, but expensive and long delays.There are other instances when destructive sampling is unacceptable because it would destroy a valuable finished product (e.g. finished fuel pins) or would be very difficult to do (e.g. UF6 cylinders, irradiated fuel, etc.).



Passive Non-Destructive Analysis (NDA)

 Most nuclear materials emit 
alpha particles, which then 
react locally to produce 
(single) neutrons

 Plutonium also fissions 
spontaneously, so it can 
simultaneously release 
multiple neutrons

 Coincidence counting 
identifies this fission neutron 
signal to assay plutonium
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High Level Neutron 
Coincidence Counter

Presenter
Presentation Notes
Passive NDA using coincidence neutron detection is used to assay plutonium.Technique that detects prompt neutrons from spontaneous or induced fission and distinguishes them from neutrons from other sources by separating events that occur closely in time – the correlated events are counted to produce a measurement result indicative of the amount of fissionable isotopes in the sample.High level neutron coincidence counter uses several He-3 tubes arrayed in a ring around a central well (where Pu samples are placed). The He-3 tubes are embedded in polyethylene moderator to help detect the neutronsAn early-90’s vintage portable computer with separate electronics unit (called a “shift register”) is shown



Calorimetry
• Used to measure    

heat from decay
• Used to measure Pu 

and tritium in 
large quantities

• Very precise
• Long measurement 

times

Presenter
Presentation Notes
Calorimetry was a specialty of Mound Laboratory (Ohio) which was closed about 15 years ago.  Mound’s capabilities were given to Los Alamos.  I’ve also seen reference to Argonne’s involvement in the development of this technology.

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&docid=h1VFf1wHiasWhM&tbnid=0EQNkb_6v4XcqM:&ved=0CAUQjRw&url=http%3A%2F%2Fwww.channelsystems.ca%2FDCVD.cfm&ei=OpSdU7frMoe-sQTYvYLoAw&bvm=bv.68911936,d.aWw&psig=AFQjCNF88oMZY118GDoMONl05FKLqfGGMg&ust=1402922326858413
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Spent Fuel Measurements –
Cerenkov Viewing Device

Presenter
Presentation Notes
The Cerenkov Viewing Device is used to verify spent fuel in spent fuel pools.  It is a Canadian/Swedish development.  It is qualitative and allows inspectors to count fuel rods by enhancing the Cerenkov glow eminating from spent fuel.  It is based on night vision technology and works best in the absence of ambient light.
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Spent Fuel Measurements –
Fork Detector

• Measures neutron 
and gamma 
activity

• Made for BWR, 
PWR and 
VVER fuel

Presenter
Presentation Notes
The Fork Detector is used to measure spent fuel in spent fuel ponds.  It is a Finnish development. It has a tuning fork shape that fits around the fuel assembly.  It is made with He-3 tubes.  The instrument is mounted on the side of the spent fuel pool and the operator moves the fuel to the instrument.  Therefore it is considered intrusive.
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Containment and Surveillance

 Continuity of Knowledge
• When inspectors are not present at the facility
• Tamper Indicating Seals
• Surveillance Systems



Tamper Indicating Devices

Passive - Glass 
Seal

Passive - Metal Seal
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Active - VACOSS Seal

Active - Remote Monitored 
Sealing Array

Presenter
Presentation Notes
Tamper IndicatingPreserve Continuity of KnowledgeFuel cycle activities and facilitiesIAEA equipment and information



Surveillance

Presenter
Presentation Notes
The US has provided access to surveillance technology since the 1980s.  The first systems used video tape to record images.  The MIVS, which was widely used during the 1990s, was based on a Sony VCR unit and used VHS cartridges to record data. The systems were designed to capture one scene per interval (every minute or so), which required the system to start and stop more frequently than designed to do, and therefore the systems experienced reliability problems due to fatigue.  Later improvements to surveillance included upgrading to digital systems and radiation and motion triggers.Note the photo has two cameras – why?  Newer developments for design verification include instruments that scan the room with lasers to obtain a structural plan that can be compared to future scans.With the automation of surveillance systems, the IAEA also needed automated review software. This helps the inspectors by allowing them to fast forward thru the video.  Later improvements added scene change detection.In this period, there was a emphasis on helping the IAEA identify the correct combination of safeguards measures to gain sufficient knowledge of the states’ nuclear activities without being overly intrusive.  The IAEA needed to modernize its equipment inventory to take advantage of technological advances.DCM14 and NGSS:  The IAEA, must replace its surveillance systems every six to ten years due to obsolescence and improved technology.  The IAEA has unique requirements hat make the use of COTS equipment impractical.  The NGSS replaced the DCM-14 family of instruments that has been in use since 1998.  It is currently under field test and is expected to come into service in 2013.Why are cameras enclosed in blue boxes?



Attended and Unattended Monitoring

 Attended:
• portable instrumentation that is used during inspections to 

take measurements (e.g., multi-channel analyzer)
• Large instruments that are installed in the facility but require 

inspector presence for operation (Fork detector)

 Unattended
• Instrumentation that is installed in the field for continuous 

operation (e.g., radiation monitors, containment/surveillance 
equipment)

• Integrated into systems that are capable of storing data
• Provide the opportunity for remote monitoring

Presenter
Presentation Notes
The IAEA’s requirements of encryption and authentication of their equipment distinguish them from any other user of this type of instrumentation.  Even banks do not use A/E on their surveillance.  As a result, the IAEA often cannot take advantage of commercially available instrumentation and their equipment is usually custom designed.



Environmental Sampling

 Primary means for detecting 
clandestine or undeclared 
nuclear activities

 Inspectors collect samples
 Aamples are evaluated, 

separated, archived and 
distributed for analysis

 Analysis conducted by the 
Network of Analytical 
Laboratories
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Sampling Kit

IAEA Clean Laboratory at 
the Seibersdorf Analytical 
Lab

Presenter
Presentation Notes
IAEA found indications of undeclared activities in several countries based on ES.  Most were found to be oversights on the part of the member state.



Environmental Sampling
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Sampling Kit

Seibersdorf Analytical Lab

Presenter
Presentation Notes
Environmental sampling (ES) has proven to be an excellent tool to determine past and present usage of nuclear materials. All nuclear facilities, no matter how well contained, release some atoms of U and Pu. In principle, can be detected. Swipes taken from surfaces of a building can reveal in detail what isotopic mix of Pu was separated when, and what enrichments of U were produced in that building.IAEA’s collection is limited to swipe samples taken in facilities, but could theoretically be expanded to include soil, biota, and airInspectors survey areas and collect samples that are later analyzed in specially-equipped laboratories. Analysts use ultra-sensitive techniques, such as mass spectrometry, particle analysis, and low-level radiometric analysis. Analysis of samples can determine "nuclear fingerprints", and reveal indicators of past and current activities in locations handling nuclear materials, particularly those associated with uranium conversion, fabrication, and enrichmentIts unmatched sensitivity using particle analysis is used to detect enrichment activities or reprocessing operations. However, the complexity of the analysis, the costs involved and the time lapse between sampling and actual results are limiting its routine potential.Environmental swipe samples are received at the SAL and are given a code number to maintain confidentiality about their origin. then measured by low-background gamma spectrometry to detect the presence of actinide elemThe samples are ents (primarily U and Pu) and fission or activation products (such as 60Co, 137Cs, 106Ru, etc.); the samples are then measured by radioisotope-excited X-ray fluorescence spectrometry to detect the presence of U, Pu or other important elements. Alpha/beta counting is then applied to the samples to detect actinides or beta-emitting isotopes such as 3H, 90Sr or 99mTc. Scanning electron microscopy is used to examine small particles removed from environmental samples. The size and morphology of these particles can be examined at high magnification and their elemental composition can be measured with X-ray fluorescence spectrometry using the electron probe attachment.Following the screening measurements, sub-samples are distributed to laboratories of the IAEA Network of Analytical Laboratories (NWAL) for more detailed analyses. Selected samples are chosen for measurement in the Clean Laboratory by isotope dilution thermal ionization mass spectrometry, using a highly-sensitive instrument equipped with pulse-counting detection. The ultimate sensitivity of this method is in the femtogram range (10-15 grams) for U and Pu. http://www.iaea.org/OurWork/ST/NA/NAAL/sal/salCLmain.php



Open Source Information Collection and Analysis

 Uses all unclassified sources of 
information
• Newspapers
• Internet
• Scientific  publications

 Important means of detecting 
undeclared activities

 Information systems collect, analyze 
and organize information

 Compared to declarations and data 
collected in the field to draw 
conclusions
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20 September 2002

Natanz Enrichment Facility (Iran)

29 February 2004

Presenter
Presentation Notes
Open Source Information – Safety evaluation reports are prepared for each country each yearInspectors lead safety evaluation groups



Open Source Information Collection and Analysis
Commercial Satellite Imagery
 Provides ability to perform broad area searches in instances where exact location 

information may not exist – but this is difficult
 High resolution – permits detailed analysis of facility infrastructure 
 Change detection – detect even subtle changes in suspect facility
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Natanz Enrichment Facility (Iran)
20 September 2002 29 February 2004

Presenter
Presentation Notes
Satellite imagery. For monitoring purposes, images obtained by commercial satellite can help inspectors track activities. Previously classified satellite technology is now commercially available. A new generation of global satellite positioning (GPS) devices make it easier for the inspectors to investigate states’ activities.Provide ability to perform broad area searches in instances where exact location info may not exist – to very high resolution – permits detailed analysis of facility infrastructureIAEA can order specific images to be taken (expensive) or buy stock images (less expensive).



Interested in learning more?

BNL’s Safeguards Textbook

Deterring Nuclear Proliferation: The Important of IAEA 
Safeguards

by Michael D. Rosenthal

Available for download, free, from –
https://www.bnl.gov/NNS/IAEAtextbook.php
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https://www.bnl.gov/NNS/IAEAtextbook.php


Brookhaven Science Associates
U.S. Department of Energy

Opportunities in IAEA Safeguards

IAEA:

 Regular staff positions
 Cost Free Experts
 Junior Professional Officers



Brookhaven Science Associates
U.S. Department of Energy

JPOs

 JPOs are entry-level employees that obtain professional 
experience while performing essential safeguards duties

 Two to three year assignments

 Assignments are based 
on official IAEA requests 
that are advertised on the 
ISPO website
www.bnl.gov/ispo



Brookhaven Science Associates
U.S. Department of Energy

Objectives

 Introduce a new generation to international civil 
service and the nuclear industry

 Create entry level positions for students and recent 
graduates to obtain work experience

Stepping stone to regular staff or temporary assignments 
with the IAEA and positions in the U.S. national 
laboratories and government agencies

 Assist IAEA with basic yet essential work



Brookhaven Science Associates
U.S. Department of Energy

Specific JPO Requirements

 U.S. citizens or permanent resident aliens

 Degree in relevant field

 0-2 years work experience

 Less than 32 years of age

 Availability for at least one year

 Ability to work independently



Brookhaven Science Associates
U.S. Department of Energy

Living and Working in Vienna

 Vienna is a culturally rich city
 Very safe - Low crime
 Working language is English 
 Excellent public transportation
 Maintain American citizenship



Brookhaven Science Associates
U.S. Department of Energy

Information on JPO Positions

 Website of the International Safeguards Project 
Office (ISPO)

 www.bnl.gov/ispo
 Sign up for job alerts – be informed when new jobs open
 Get assistance in strengthening your application



Brookhaven Science Associates
U.S. Department of Energy

Opportunities in the United States

 Internships
 Short courses
 Graduate Fellowships



Brookhaven Science Associates
U.S. Department of Energy

Internships

 Available through all DOE national laboratories
Undergraduate and graduate

 All areas of research, including safeguards
 At BNL
 Stipends and housing provided
 Participation in Intern Symposium
 Publications possible



Brookhaven Science Associates
U.S. Department of Energy

Tuition-Free Short Courses

 Nuclear Nonproliferation, Safeguards and Security in the 21st

Century
 Conducted at BNL
 Delivered by internationally-recognized experts
 For graduate students in technical and policy programs
 Housing and need-based stipend provided
 Find information at https://www.bnl.gov/nnsscourse/

2020 Course will be held virtually August 3-14

https://www.bnl.gov/nnsscourse/


Brookhaven Science Associates
U.S. Department of Energy

Nonproliferation Graduate Fellowships

 Sponsored by National Nuclear Security Administration
 Managed by Pacific Northwest National Laboratory
 Assignments available in multiple U.S. government agencies
 For students or recent graduates in engineering, science, nuclear 

nonproliferation, international affairs, security, emergency operations, 
and other related disciplines

 Highly competitive; highly respected
 Excellent entree into U.S. government service
 Find information at 

https://nnsa.energy.gov/federalemployment/ourjobs/graduateprogram



Thank You!

Questions?
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